One Committed Secret and the
GitOps Framework That Changed
my Workflow

MATT PARKER

Senior IT Engineer
PrizePicks
github.com/maparker/shikomi
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Nl AcENDA

1. The story. One committed secret, and the pipeline it
built.

2. The mental model. What GitOps actually means for
a Jamf script.

3. The guardrails. Two gates, deconstructed — from a
bad script to a blocked commit to a shipped fix.

4. The tool. Shikomi, from an empty file to a deployed
script.

5. Getting there from here. Bridging to Jamf Pro, and
where to start Monday.
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The Story

One committed secret, and the pipeline it built.



A Tuesday Morning,
Like any Other

| was writing a Jamt script that needed to
talk to a third-party API.

| hardcoded the API token. Just for testing.
I'd swap It out before committing.

| forgot.
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Three Days Later

A security scanner flagged the pattern in our
repository.

By the time anyone told me, the credential
was already rotated.

| didn't catch it. Tooling did, after the fact.
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Why Didn't Anything Stop Me?

The token was obvious.
The pattern was a known one.

The tooling existed.

IT JUST WASN'T WIRED UP FOR SHELL SCRIPTS.
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Scripts Feel Small.
Until They Aren't.

What we treat like real code What we treat like scratch work
APPLICATION REPOS JAMF SCRIPTS

» Pull request reviews » Direct paste into the console

» Cl gates » "I'll test it on one machine”

> Versioned releases » "Whatever's in Jamf right now”

» Secret scanning » "It's just internal”

A script that runs on every Mac In the fleet is not scratch work. M E}E
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By the End of This Session

1.

|dentity the security risks in traditional Jamf Pro script management, including
credential exposure, version drift and ungoverned code promotion.

Describe how a GitOps pipeline prevents scripting mistakes at two validation gates:

local pre-commit hooks and pull request-level Cl checks.

Evaluate how the Shikomi framework automates secret scanning, linting and
versioning so admins can focus on solving problems rather than policing their own
workflow.
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The Mental Model

What GitOps actually means for a Jamf script.



Two ways to manage a Jamf script

The Manual Way The Repository Way

» Write it locally (or in the Jamf console) » Write it in your editor
» Paste into the script editor » Commit to a branch
» Save and hope » Open a pull request
» A colleague edits it next week » Automated checks run
» Nobody knows what changed, when, » Reviewer approves
or why » The repository Is the canonical
» The "current version” lives in Jamf Pro version — Jamf Pro is downstream

SAME SCRIPT. SAME ADMIN. DIFFERENT BLAST RADIUS.

SN QT
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GitOps in One Sentence

The repository is the source of

truth. Everything that runs on the
fleet got there by being merged.

With Gi

Ops, a repo gives us t

points: -

‘he commit and the pu

ne opportunity to add checks at two

| request.
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Where Guardrails Live

( J Dy < B priz i} om e o \
( ® ® ® B jnuc2026.sh \ g pro
# ~/Documents/Code/jnuc2026/jnuc2026.sh < mo/bad-scripts ¢ unction selected) v Dv v
Settings : Computer management >  Scripts
88 Dashboard .
< jnuc2026
QQQQQQQQQQ
Option
Cb
& Users > Theme  language
ssssssssss
o = Blueprints
m
5 @ Compliance
. -
L
- L)
SCRIPT_VERSION="1.0.0" -
SCRIPT_NAME="jnuc2026" - S d .
3 - -
if [[ -f "$HOME/.jamf_secrets” 11; then - s < =
""""""" .jamf_secrets" . P i 4 -
f YD L LERS ) . o
R o . R R
™9, . o)
MAC_ADDRESS="$(ifconfig en@ | awk '/ether/ {print $2}')"
S —
(] (1 (]

ANYTHING THAT GETS TO JAMF PRO HAS CLEARED BOTH GATES.

These two gates aren't generic best practice, they map to two specific things. A secret ending up in code. Shell being uniquely
easy to get subtly wrong. That's not abstract; that's the opening story, and it's about to happen to the next script you see.
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The Guardrails

Iwo gates, deconstructed: from a bad script
to a blocked commit to a shipped fix.



Meet the Specimen

L

This is the script we trace through both gates.

O ® ® D token.sh

Docyments/token.sh ¢ (functions) <

3

L:3C:74

API_TOKEN="tok 9f8a2b7c4dle6a3b@f5c8d2ela7b4c9of"
-s —=H "Authorization: Bearer $API_TOKEN" https://example.com/report|
/Library/Caches/com.example.oldapp
-rf ./x%

Unix Shell Script ¢ Unicode (UTF-8) ¢ Unix (LF) ¢ ' Saved: 12:39:07PM @ 184/19/5 @ - 100% ¢

i A b R R R S S P R B, R e B B R R R e B S R B S R I R R R

’v D

vBvE

-

paseer]
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The Secret Never
Machine

(- \

Leaves the

® @ ® <2 ~/Documents/Codefjnuc2026
~/Documents/Code/jnuc2026 *
> git commit -m "Add API integration”
Detect hardcoded SeCretsS. ... .ottt ittt e tieneeeeennnnennnns Failed
hook id: betterleaks
exit code:
+ O
v

betterleaks dev
—generic-api-key—o

2 | API_TOKEN="REDACTED"

attributes:
git.message ......
git.sha ..........
path ............. token. sh
resource ......... git.patch_content
-O

INF scanned ~175 bytes (175 bytes) in 102ms
WRN leaks found: 1

No commit. No push. No 3 a.m. rotation.

2026 | KANSAS CITY., MISSOURI



What Happens When It's Not
Actually a Secret

® @ ® R cache.sh
£ ~/Documents /Code/jnuc2026/cache.sh ¢ 4 main ¢ (funct ions) ¢ # v OUv HBv

2 CACHE_KEY="a3f9e1c4b8d2f0e7c9a1b3d5e7f9a1b3"|
—-s —-H "Authorization: Bearer $API_TOKEN" https://exp.io/exp
/Library/Caches/com.example.oldapp
-rf ./%

L: 2C: 46 Unix Shell Script ¢ Unicode (UTF-8) ¢ Unix(LF) ¢ o Saved: 2:09:01PM 191/21/6 & - 100% ¢

- e—

You allowlist the fingerprint of this one line.
You do not disable the hook.
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The Bug Stays on the

Machine Too

)

O @ ® <2 ~/Documents/Codefjnuc2026

> git commit -m "Update cache key"
Detect hardcoded SeCretsS. .. ..o ittt ittt ettt ettt eneenneennennns
£ L= 0 o 1= <
- hook id: shellcheck

- ex1lt code: 1

In cache.sh line 3:
cd /Library/Caches/com.example.oldapp
A-- SC2164 (warning): Use 'ed ... || exit' or 'ed ... || return' in case cd fails.

Did you mean:

cd /Library/Caches/com.example.oldapp || exit

For more information:
https://www.shellcheck.net/wiki/SC2164 -- Use 'cd ... || exit' or 'cd ...

trim trailing whitespace. .. ..ottt ittt ettt e
Fix end of Files. .. i it ittt et tteeeeeeeeennnnnnnnns
check yaml. .. ...t e e e (no files to check)NSTeJo=0)
check for added large files.........oiiiiiiiii it eeennnnnnnns
check for merge conflicts. .. ... .ottt e e et eeaannnnns
detect Private KeY. .. ...ttt ittt et saeeeennneeenneesnnnnnnnns

~/Documents/Code/jnuc2026 *

ShellCheck doesn't just say “bad."

It tells you the fix.
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The Safety Net for Anything
That Slips Past Gate

o0 D~ <

() Summary

All jobs =

Secret Scanning
Shell Script Linting

() Version Consistency Check

Run details
(¥ Usage

&Y Workflow file

giunuw.cum

Annotations

1 error and 1 warning

Run ShellCheck

&Y Fix with Copilot

1 »Run ludeeus/action-shellcheck@master

» & Download shellcheck

28 » @ Dpisplay shellcheck version

» @ set options

“8  » @ Gather excluded paths

81 » @ Gather additional files

L v @ Run the check

92 » Run statuscode=0

166 ./demo.sh:4:1: warning: Use 'cd ...

fails. [SC2164]

16 > Exit action

@ Post Run actions/checkout@v«

g

|| exit' or ‘'cd ...

& Explainerror O

|| return' in case cd

Local hooks are a convenience.

Cl is the contracit.

@s

1>y
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Full Circle

WRITTEN LOCALLY

(. ©® ® B jnuc2026.sh \

2 - h o 4 demojbad-scripts o (no function selected) ¢ # v O v vD

22 SCRIPT_VERSION="1.0.0"
SCRIPT_NAME="jnuc2026"

28 | if [[ -f "$HOME/.jamf_secrets" 11; then
29 “$HOME/ . jamf_secrets"

30 fi

32 I}

34 | COMPUTER_NAME="$(scutil —-get ComputerName)"

£ MAC_ADDRESS="$(ifconfig en0 | awk '/ether/ {print $2}')"

JAMF PRO

6+ )

> = prize, . m ¢
€ 8 &
Settings :  Computer management >  Scripts
B8 Dashboard .
< jnuc2026
8 Computers >
General )t Options  Limitations
(b Devices > —
88 Users > Theme Language
Dark M Shell/Bash v
= Blueprints
1 #!/bin/bash
@ Compliance 3
< 4 # SCRIPT nuc2026.sh
{§} Settings 5 VERSION
6 # AUTHOR Matt Parker
7 EMAIL: mail@mattparker.com
8 DATE: 2026 05
9 # Description: One-lin cription of what this script does
10
11
2 # PARAMETERS
13 # $4 men
¢ -
@ Resource center © o L o =
. History Download Clone Delete Edi

.MQFTDE‘°“===:=,,_==.~_“

Classerptn

e

W Amold Frang
s > v

GATE 2: PASSES

e
™ Arnoid Frang
s 5
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What It Takes To Wire This Up
Yourself

repos:
— repo: https://github.com/betterleaks/betterleaks

rev: v1.7.3

hooks:
— 1d: betterleaks

— repo: local
hooks:
— 1d: shellcheck
entry: shellcheck
args: [-—-severity=warning]

Plus a matching GitHub Actions workflow for the same two checks in Cl. Pin the right versions.
Get the severity flags right. Do it once, then remember to do it again for the next repo.

You don't have to write any of this yourself.

SN QT
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Shikomi {TiA

Secret scanning. Linting. Semantic versioning.
Wired together from the first commit.



Choosing a Starting Point

-

3 |

+

b o)

~/Documents/Code

~[Documents/Code

GBI R S R R SR D S R s e
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Five Decisions, Made Once

~

® @ ® k3 cCode: shikomijnuc2026

12
-/Documents/Code
> shikomi jnuc2026

Shikomi
macOS Script Generator
Eight parts preparation, two parts execution

Mode: New Project (no existing Git repo detected)

--- Script Template Selection ---
What type of script do you want to create?
1) Regular Script - Full-featured automation with parameters, logging, secrets
2) Extension Attribute - Simple Jamf inventory reporting (<result> output)
Selection (1/2) [1]: 1}
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What's Actually In the File

r. ® ® R jnuc2026.sh

## ~/Documents/Code/jnuc2026/jnuc2026.sh ¢ 4» demo/bad-scripts ¢

if [[ -f "$HOME/.jamf_secrets" ]]; then
"$HOME/.jamf_secrets"

COMPUTER_NAME="$(scutil --get ComputerName)"

MAC_ADDRESS="$(ifconfig en® | awk '/ether/ {print $2}')"

TOTAL_RAM_GB="$(echo "scale=2; $(sysctl -n hw.memsize) / 1073741824" | bc)"
DEPARTMENT="${4:-"Testing"}"

if -v op & /dev/null &% op account W
SECRET_KEY="$(op read 'op://IT Internal/jamf-jnuc2026/secret_key' 2>/dev/null || echo "${5}")"

SECRET_KEY="${5}"

LOG_FILE="/var/log/jnuc2026. log"

function () { msg; msg="[$(date '+%Y-%sm—%d %H:%M:%S')] INFO: $x"; "$msg" >&2; "$msg" >>
function log_warn() { msg; msg="[$(date '+%Y-%m—%d %H:%M:%S')] WARN: $x"; "$msg" >&2; "$msg" >>
function log_error() { msg; msg="[$(date '+%Y-%m—%d %H:%M:%S')] ERROR: $x"; "$msg" >&2; "$msg" >>
function log_success() { msg; msg="[$(date '+%Y-S%sm—%d %H:%M:%S"')] SUCCESS: $x";

"Starting $SCRIPT_NAME v$SCRIPT_VERSION..."
"Config: Department [DEPARTMENT]: $DEPARTMENT"
"Config: secret_key [SECRET_KEY]: ss#ckkxkk (1Password)"

"$SCRIPT_NAME completed successfully"
0

L:3C:35 Unix Shell Script ¢ Unicode (UTF-8) ¢ Unix (LF) ¢ o' Saved: 2:46:40PM 2991/../66 Q- 100% 2

Every one of these six things existed before a single line of

business logic was written.

(no function selected) ¢ 4 v ‘0 v

"$LOG_FILE"
"$LOG_FILE"
"$LOG_FILE"
"$LOG_FILE"

2>/dev/null;
2>/dev/null;
2>/dev/null;
2>/dev/null;

s e s ad

~
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Versioning That Stays in Sync

r

® ® ® i3 ~/Documents/Codefjnuc2026

)

~/Documents/Code/jnuc2026 =
> cat README.md

# jnuc2026

**Version:** 1.0.1
**Author:** Matt Parker
**Last Updated:** 2026-08-05

## Description
This script is designed for Jamf Pro deployment.

## Static Configuration

| Variable | Type | Value | Description |

e |[-=---- |-===--- [-=-—mmmmom |

| COMPUTER_NAME | Runtime | Dynamic | Computer name from System Preferences |
| MAC_ADDRESS | Runtime | Dynamic | Primary MAC address |

| TOTAL_RAM_GB | Runtime | Dynamic | Total RAM in gigabytes |

## Jamf Parameters

| Parameter | Label | Local Default / Env Var |

|==mmmmmeme |-=----- | ==mmmmmmmmm e |

| 4 | Department | “Testing |

| SECRET_KEY | $5 | “op://IT Internal/jamf-jnuc2026/secret_key ™ (1Password) |

## Local Testing

### Prerequisites
This script uses **1Password** for secret management. Ensure you have:
1. 1Password CLI installed: “brew install lpassword-cli®
2. Authenticated to 1Password: “op account list®
3. Secrets stored in 1Password:
- op://IT Internal/jamf-jnuc2026/secret_key

### Run the script
" “bash
sudo ./jnuc2026.sh

Updates the script header, the README and the CHANGELOG in the same command, and
the munkipkg build-info file, if the script ships inside a package. patch/minor/major map

directly to semantic versioning's x.y . z.

~
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Getting There From @
Here

Bridging to Jamf Pro, and where to start Monday.




What Happens After "Merge"

PR MERGED GITHUB RUNNER
TO MAIN ACTION

Any policy that already references this script by |ID sees the new content automatically; there's no separate "update the policy" step.

The script's identity in Jamf doesn't change, only its contents. g I: | %\@

2026 | KANSAS CITY., MISSOURI




Does a Bad Deploy Ever
Reach the Fleet?

GITHUB RUNNER
ACTION JAMF PRO API CALL

Jamf Pro AP| &2 @

Overview

The Jam Pro AP1 s a RESTIUI AP! for Jamf Pro bult o enable nt and efficient programmati

The swagger schema can be found

The Jamf Pro AP uses a token-based authentication. Select an authentication method and enter the required credentials to generate a token to be used with the Try it outt' feature.

Username/Passwort

L P:

account-groups

accounts

activation-code
adcs-settings S
advanced-mobile-device-searches
advanced-user-content-searches
api-authentication
ntegrations

api-role-privileges

JAMF PR

-

° E) K = pri om © o +
%4 Pro #% 0 &
Settings : Computer management >  Scripts
89 Dashboard N
< jnuc2026
L Computers >
General Options ~ Limitations
[b Devices >
& Users > Theme Language
Dark v Shell/Bash -
2= Blueprints
© Compliance
o
{8 Settings
5
@ Resource center © © & o
- History Download Clone Delete

A failed deploy means nothing happened. It doesn't mean something broke. M E}
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How Do You
Deployed?

—owril

Know It Actually

ode/jnuc2026/jnuc2026.sh « »ash

ipts ¢ (no function selected) ¢ 4# v O v MW v

[[ -f "$HOME/.jamf_secrets" 11;
"$HOME/. jamf_secrets"

COMPUTER_NAME="$(scutil -—get ComputerName)"

L: 52 C: 33 Unix Shell Script ¢ Unicode (UTF-8) ¢ Unix (LF) ¢ @' Saved: 8/5/26, 10:07:22PM 3,062 /349 /67

Drift detection in 30 seconds; no console archaeology required. M Ef@

2026 | KANSAS CITY., MISSOURI



You're Not Betting on a
Future Feature

As native integrations between Jamt Pro and
source control continue to evolve, teams already
working this way will be positioned to take
advantage of tighter connections as they arrive.
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One Script. Not a Hundred.

1 Pick one new script you haven't written yet.

Run it through the full workflow: Shikom
- scaffold, pre-commit, PR, Cl, deploy.

3 | et that one script prove the process before
~ you touch a single legacy script.

Don't migrate. Adopt. :&N Ef@
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What Governed Script
Management Actually Means

Version Control Secret Scanning Automated Linting

The repository is the source of Credentials don't enter the Subtle bugs get found before
truth. Every change is repo. Local hooks catch them deploy. The same rules apply to
reviewed. Every version is early. Cl catches what hooks every team member. Quality
recoverable. MISS. stops being a personality trait.

Three pillars. Three tools. One framework that wires them together.

SN QT
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Take It With You

» Repository github.com/maparker/shikomi

» Documentation github.com/maparker/shikomi/issues

» License MIT. Fork it, modify it, ship it.

SN QT
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http://github.com/maparker/shikomi

Tooling Caught It. After the Fact.

The next time, | want it to catch it before the fact.
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QUIESIIOINSY

» Repository github.com/maparker/shikom

» Documentation github.com/maparker/shikomi/issues
» Slack @mattparker
» Hallway

SN QT
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http://github.com/maparker/shikomi

